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DEFINITION

Switch - Unmanaged

An unmanaged switch is a network device that provides physical connection

points to form a single network segment.

It operates at the Data Link Layer

(Layer 2) of the Open Systems Interconnection (OSI) model. Unmanaged

Description

switches are capable of inspecting the data packets, determining the source and
destination device of that packet based on a physical (Media Access Control or

MAC) address, and forwarding that packet to the appropriate port. Unmanaged
switches will reduce the number of collisions.

Unmanaged switches provide the basic physical connectivity and communication

Rationale

between network devices within a single network segment. They provide full

bandwidth to each port while limiting the number of collisions.

Unmanaged switches provide the following benefits:

Benefits
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Multiple network connection points
Communication link between device

Single network segment

Reduce collisions

Improves network utilization compared to hubs
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Infrastructure

Network
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COMPLIANCE COMPONENT TYPE
Standard

COMPLIANCE DETAIL

Unmanaged switches must have the following characteristics:
e Multiple physical interfaces
e Be capable of forwarding traffic using TCP and UDP

Unmanaged switches may have these additional features (although
these features may be better served in a switch, see below for
recommended usage):
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e Signal amplification
e Simple Network Management Protocol (SNMP) Support
e Additional security features

Suggested usage:
e Port mirroring
Creating additional network ports
Branch offices with low port densities
Testing environments
Unmanaged device is desirable for security reasons

IETF RFC 1812, 1716, 793, 791, and 768
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