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DEFINITION

Windows Internet Names Services (WINS)

Windows Internet Name Service (WINS) provides a distributed database for
registering and querying dynamic mappings of NetBIOS names for computers
and groups used on your network. WINS maps NetBIOS names to IP addresses
and was designed to solve the problems arising from NetBIOS name resolution
in network environments.

The WINS solves the problems inherent in resolving NetBIOS names through IP

broadcasts. By deploying WINS, you provide NetBIOS name resolution for

clients on your network. WINS implements a distributed database for NetBIOS
names and their corresponding addresses. WINS clients register their names at

a local WINS server, and the WINS servers replicate the entries to other WINS

servers. This ensures the uniqueness of NetBIOS names and makes local name

resolution possible

Benefits of using WINS

WINS provides the following benefits for administering your TCP/IP-based

network:

e A dynamic name-to-address database that maintains support for computer
NetBIOS name registration and resolution.

e Centralized management of the name-to-address database, alleviating the
need for managing Lmhosts files.

e Reduction of NetBIOS-based broadcast traffic on subnets, by permitting
clients to query WINS servers to directly locate remote systems.

e Support for earlier Microsoft® Windows® and NetBlOS-based clients on
your network, permitting these types of clients to browse lists for remote
Windows domains without requiring a local domain controller to be present
on each subnet.

e Support for DNS-based clients by enabling those clients to locate NetBIOS
resources.
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Mapping NetBIOS names to IP addresses

None

COMPLIANCE COMPONENT TYPE

Guideline
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State the Guideline, Standard
or Legislation

These items should be in a document on guidelines for WINS

Primary/Secondary WINS servers

In the case of a failure by the primary WINS server, the client
should requests the same service function from its secondary
WINS servers. If more than two WINS servers are configured at
the client, the additional WINS servers are tried until the list is
exhausted or one of the secondary WINS server succeeds in
processing and responding to the request.

Replication.

By using replication between these WINS servers, a consistent
set of WINS information is maintained and distributed throughout
the network.

Static IP address in WINS.

Computers with static IP addresses can be problematic and their
initial registration record in WINS becomes tombstoned if they
are not periodically stopped and restarted. You can have a more
reliable and manageable network by creating DHCP reservations
for these computers. These reservations ensure that the
computer gets the same IP address from the DHCP server for
each request.

Perform regular backups of the WINS database.

Besides using server tape backup of the WINS server computer,
the WINS console offers a backup option which you can use to
restore a server database if corruption occurs.

WINS with DNS.

If most of your clients use NetBIOS and your servers are running
Windows 2000 or Windows Server 2003 DNS, enable WINS
lookup on your DNS server. A process by which a Domain Name
System (DNS) server queries Windows Internet Name Service
(WINS) to resolve names it does not find in its authoritative
zones. When WINS lookup is enabled on DNS servers, WINS may
resolve any names that DNS resolution does not find.

DNS instead of WINS.

If all of your network computers are running Windows 2000,
Windows XP, or Windows Server 2003 and you are not
supporting any applications that require NetBIOS names, you
might consider establishing DNS as your only method of name
resolution. However, before you consider decommissioning your
WINS servers, identify any computers or applications that rely on
NetBIOS, and determine the impact of removing NetBIOS. You
might find that a critical application relies on NetBIOS in which
case, you must continue to use WINS.

WINS and DHCP.

When using DHCP and WINS together on your network, DHCP
can be used to assign WINS node types and to identify WINS.
primary and secondary servers for DHCP clients.
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