PRoODUCT COMPONENT

(revised 11/28/06)

DEFINITION

Name SmartFilter/SmartReporter Web Filtering Software

SmartFilter/SmartReporter is a software tool that protects organizations and employees who use the Internet
from a growing number of threats by filtering Web sites as set by agency guidelines.
SmartFilter/SmartReporter includes reporting tools and a customizable database of pre-defined categories of
filtered Web sites/content.

Description

e Internet misuse at work costs Missouri state government in lost productivity.

e Malicious Web sites can be blocked to prevent downloading of potential viruses, worms or other harmful

Rationale applications before anti-virus software is executed.

e High-bandwidth applications, including instant messaging, downloading music, and watching video clips
during work hours exhaust State of Missouri financial/network resources.

SmartFilter/SmartReporter can:

e improve employee productivity;
e enhance security;
Benefits e reduce legal liability;
e optimize the use of IT resources;
e integrate with leading network infrastructure products;
e provide flexibility and control for Web site filtering.
ASSOCIATED ARCHITECTURE LEVELS
Specify the Domain Interface
Name
Spequ the Access
Discipline Name
Specify the name of
the associated Web Access Devices
Technology Area
KEYWORDS
List Kevwords Web filtering, security, policy, web access, productivity, liability, network, bandwidth, reporting, virus,
yw anti-virus, content filtering, SmartFilter, SmartReporter, logging, optimize, filter
VENDOR INFORMATION
Vendor Name Secure . Website | http://www.securecomputing.com/index.cfm?skey=85
Computing

Contact Information | See Web site.

PoTENTIAL COMPLIANCE SOURCES

Name Website

Contact Information
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Contact Information




COMPONENT REVIEW

List Desirable
aspects

Can improve employee productivity
Reduces the risk of viruses, worms and other malicious applications
Mitigates the risks of legal liability as a result of employee Internet activity

Optimizes the use of IT resources, including bandwidth and desktop resources
Enforces Internet and application use policies

List Undesirable
aspects

Filtering rules may restrict access to valid Web sites.

Operating System

Windows
2000/2003, Red
Hat Linux, Sun
Solaris

Platform

e Check Point
FireWwall-1NG
e Cisco
Adaptive
Security
Appliances
e Cisco
Catalyst
Switches
e Cisco
Content Engine
e Cisco
Integrated
Service
Routers
e Cisco PIX
Firewall
e Cisco
Routers/IOS
Firewall

Supported

OEM partner

platforms

¢ Blue Coat

ProxySG

e Cisco

Content Engine
Content

Engine
Network

Module

o Computer

Associates
eTrust

e Microsoft ISA

Server
2000/2004

e Nortel ACC

e Nortel ASF

e Novell Border
Manager

e Novell Volera
Execelerator

XL

e CrossBeam
Systems

X40

e eSoft

InstaGate

e Finjan

SurfinGate

e Hewlett

Packard
TRU64

e McAfee

Secure Content Secure

Manager
e Computer
Associates

eTrust
Intrusion
Detection

Content

e SonicWALL
e Squid Proxy
Server

e Stratacache
e Sun Java
System

Web Server
(Sun ONE)

e 3Com
SuperStack 3

¢ Netopia
Parental
Controls
e Network
Appliance
NetCache
e Secure
Computing
Sidewinder
G2®
Security
Appliance
e Secure

Management Computing

Appliances

Sidewinder®
G2

Firewall®
o Vericept
VIEW Filter




ASSOCIATED COMPLIANCE COMPONENTS

Product

List the Product-
specific Compliance
Component Names

Configuration Links

List the
Configuration-
specific Compliance
Component Names

COMPONENT CLASSIFICATION

Provide the . .
Classification [ Emerging D Current [ Twilight ] Sunset
Sunset Date
COMPONENT SUB-CLASSIFICATION
Sub- Date Additional Sub-Classification Information

Classification

] Technology
Watch

[] Variance

] Conditional
Use

RATIONALE FOR COMPONENT CLASSIFICATION

Document the
Rationale for
Component
Classification

Enterprise license purchased for ITSD agencies in 2005

MIGRATION STRATEGY

Document the
Migration Strategy

IMPACT POSITION STATEMENT

Document the
Position Statement
on Impact

AGENCIES

List the Agencies
Currently Utilizing
this Product

Enterprise license purchased for ITSD agencies in 2005

CURRENT STATUS

Provide the Current

Status ] In Development [] Under Review X Approved ] Rejected
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Creation Date 12-16.05 | DCApproved/ | o) g o7
Rejected
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