Product Component

DEFINITION
Name McAfee GroupShield (e-mail)

Provides virus detection and removal solution for Lotus Notes and Exchange

Description .
email servers.

e Meets State of Missouri Virus Detection and Elimination criteria for E-
Mail/Groupware as defined within the Enterprise Architecture;

Rationale e Currently operating successfully within State infrastructure; and
e An industry-recognized enterprise-class leader by groups such as the
Gartner Group and ICSA.

Provides comprehensive protection for enterprise e-mail/groupware servers

EEIEI capturing both known and new viruses before they infect multiple users.
ASSOCIATED ARCHITECTURE LEVELS

List the Domain Name Security

List the Discipline Name Technical Controls

List the name of the associated . . S

Technology Area Virus Detection & Elimination

KEYWORDS

virus, zoo, trojan horse, backdoor, worm, stealth, blended threat, boot
sector infector, companion, denial of service, dropper, file infector, logic
bomb, malware, multi-partite, overwriting, parasitic, polymorphic,
tunneling, variant, terminate and stay resident (tsr), management

List all Keywords

VENDOR INFORMATION
Network Associates
Vendor Name McAfee S it Website http://www.mcafeeb2b.com/products/
CAlee secunty email-protection.asp
Contact Information Enterprise Sales: 1-888-VIRUS-NO

POTENTIAL COMPLIANCE ORGANIZATIONS /GOVERNMENT BODIES
Standard Organizations
Name ICSA Labs Website www.icsalabs.com

ICSA Labs is a division of TruSecure Corporation and can be reached at
1-888-396-8348 (info@trusecure.com)

Government Bodies
Name NIST Website nvl.nist.gov

Contact Information

Contact Information


http://www.mcafeeb2b.com/products/email-protection.asp
http://www.mcafeeb2b.com/products/email-protection.asp
http://www.iscalabs.com/

COMPONENT REVIEW

Multi-mode scanning

ESE Scanning

AV-API1.0/MAPI scanning

Remote centralized reporting and management
Proactive defense with Outbreak Manager (built-in tool)
Content filtering

"joke" and "suspicious" programs detection
Intelligent scanning

Alerting, logging, and reporting

Cluster server support

In-memory scanning

Easy setup and deployment

Web management

Blocking capabilities

Captures forensic data (e.g. Source DNS)
System performance

Only works with Notes and Exchange

Some concerns regarding service and support

ASSOC!ATED COMPLIANCE COMPONENTS

Product

List Desirable aspects

List Undesirable aspects

List the Product-specific
Compliance Component
Names
Configuration Links
List the Configuration-specific
Compliance Component

Names
COMPONENT CLASSIFICATION
Provide the Classification [] Emerging X Current L] Twilight [] Sunset
Component Sub-Classification
Sub-Classification Date Additional Sub-Classification Information
] Technology Watch
[] Variance

] Conditional Use
Rationale for Component Classification

Document the Rationale for
Component Classification

Migration Strategy
Document the Migration
Strategy
Impact Position Statement

Document the Position
Statement on Impact



List the Agencies Currently
Utilizing this Product

Provide the Current Status

Creation Date
Reason for Rejection
Last Date Reviewed

Reason for Update

AGENCIES
Office of Administration, Department of Insurance, Department of
Natural Resources, Department of Revenue, Office of the Secretary of
State, Office of the State Auditor, Office of Public Defenders

CURRENT STATUS
[ In Development ] Under Review X Approved [] Rejected
AUDIT TRAIL
02/06/2003 Date Accepted / Rejected 02/27/2003
Last Date Updated



