Technology Area

DEFINITION

Name System Life Cycle Security

System Life Cycle Security is a method for addressing security in a system
o during its planning and continues through system acquisition and
Description development, implementation, operations and maintenance and ends with the
disposition of the system.

Security vulnerabilities can occur during any phase of the system life cycle
Rationale process. Addressing security in every phase gives an agency confidence that
the system will function with a minimum of risk.

Integrating security into the systems development lifecycle is important for
the following reasons:

e It is more effective. Meaningful security is easier to achieve when security
issues are considered as a part of a routine development process, and

Benefits security safeguards are integrated into the system during its design.

e Itis less expensive. To retrofit security is generally more expensive than
to integrate it into an application.

e |tis less obtrusive. When security safeguards are integral to a system,
they are usually easier to use.

ASSOCIATED ARCHITECTURE LEVELS

List the Domain Name Security
List the Discipline Name Management Controls

Associated Compliance Components

Initiation Phase
Acquisition and Development Phase
Implementation Phase
Operation and Maintenance Phase (Patch Management)
Disposal Phase

Associated Product Components
cyberCide (twilight)
DataEraser (twilight)
DataGone (twilight)
DBAN (sunset - CONFIDENTIAL)
Disk Wipe (twilight)
East-Tec Sanitizer (twilight)
Eraser (sunset - CONFIDENTIAL)
FDISK (sunset - CONFIDENTIAL)
GDisk (twilight)
KillDisk (current)
Wipe Drive (current)
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